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UNITED STATES DEPARTMENT OF EDUCATION
OFFICE OF INSPECTOR GENERAL

The Inspector General

October 14, 2016

TO: The Honorable John B. King Jr.
Secretary of Education
FROM: Kathleen S. Tighe _
Inspector General o S \‘_r—-
SUBJECT: Management Challenges for Fiscal Year 2017

The Reports Consolidation Act of 2000 requires the U.S. Department of Education (Department) Office of
Inspector General to identify and report annually on the most serious management challenges the Department
faces. The Government Performance and Results Modernization Act of 2010 requires the Department to include
in its agency performance plan information on its planned actions, including performance goals, indicators,
and milestones, to address these challenges. To identify management challenges, we routinely examine past
audit, inspection, and investigative work, as well as issued reports where corrective actions have yet to be taken;
assess ongoing audit, inspection, and investigative work to identify significant vulnerabilities; and analyze
new programs and activities that could post significant challenges because of their breadth and complexity.

Last year, we presented five management challenges: improper payments, information technology security,
oversight and monitoring, data quality and reporting, and information technology system development and
implementation. While the Department remains committed to addressing these areas and has taken or plans
action to correct many of their underlying causes, each remains as a management challenge for fiscal year
(FY) 2017.

The FY 2017 management challenges are:
1. Improper Payments,
2. Information Technology Security,
3. Oversight and Monitoring,
4. Data Quality and Reporting, and
5. Information Technology System Development and Implementation.

We provided our draft challenges report to Department officials and considered all comments received. We
look forward to working with the Department to address the FY 2017 management challenges in the coming
year. If you have any questions or would like to discuss these issues, please contact me at (202) 245-6900.
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Executive Summary

he Office of Inspector General (OIG) works to promote efficiency, effectiveness,

and integrity in the programs and operations of the U.S. Department of Education
(Department). Through our audits, inspections, investigations, and other reviews, we
continue to identify areas of concern within the Department’s programs and operations
and recommend actions the Department should take to address these weaknesses.
The Reports Consolidation Act of 2000 requires the OIG to identify and report annually
on the most serious management challenges the Department faces. The Government
Performance and Results Modernization Act of 2010 requires the Department to
include in its agency performance plan information on its planned actions, including
performance goals, indicators, and milestones, to address these challenges.

Last year, we presented five management challenges: improper payments, information
technology security, oversight and monitoring, data quality and reporting, and
information technology system development and implementation. On September 22,
2016, the Office of the Deputy Secretary announced an initiative to review the identified
management challenges, assigned senior managers to be accountable for each, and
assembled a workgroup of other senior managers throughout the Department to
address the noted challenges. The Department noted that this effort is intended
to help identify systemic root causes and ensure that the Department’s actions are
impactful and produce results. We consider this initiative to be a positive step towards
addressing long-standing management challenges and encourage the Department
to continue to explore approaches that result in targeted focus within each of these
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areas. Although the Department made some progress in addressing these areas,
each remains as a management challenge for fiscal year (FY) 2017.

The FY 2017 management challenges are:
1. Improper Payments,
2. Information Technology Security,
3. Oversight and Monitoring,
4. Data Quality and Reporting, and
5. Information Technology System Development and Implementation.

These challenges reflect continuing vulnerabilities and emerging issues faced
by the Department as identified through recent OIG audit, inspection, and
investigative work. A summary of each management challenge area follows.
This FY 2017 Management Challenges Report is available at http:/www?2.ed.gov/
about/offices/list/oig/managementchallenges.html.

Management Challenge 1:

Improper Payments
Why This Is a Challenge

The Department must be able to ensure that the billions of dollars entrusted to it
are reaching the intended recipients. The Department identified the Federal Pell
Grant (Pell) and the William D. Ford Federal Direct Loan (Direct Loan) programs
as susceptible to significant improper payments. In addition, the Office of
Management and Budget (OMB) has designated these programs as high-priority
programs, which are subject to greater levels of oversight.

Our recent work has demonstrated that the Department remains challenged to
meet required improper payment reduction targets and to intensify its efforts to
successfully prevent and identify improper payments. We have identified concerns
in numerous areas relating to improper payments, including the completeness,
accuracy, and reliability of improper payment estimates and methodologies.

In May 2016, we reported that the Department’s reported improper payment
estimates for both the Pell and Direct Loan programs were inaccurate and
unreliable because it used incorrect formulas in performing calculations and
deviated from OMB-approved methodologies. We concluded that the Department
did not comply with IPERA because it did not meet the annual reduction target
for the Direct Loan program. The Department’s recalculated FY 2015 improper
payment rate (2.63 percent) for the Direct Loan program to correct for formula
execution errors we identified did not meet its reduction target (1.49 percent).

Our semiannual reports to Congress from April 1, 2013, through March 31, 2016,
included more than $2.3 million in questioned or unsupported costs from audit
reports and more than $59 million in restitution payments from our investigative
activity.
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Progress in Meeting the Challenge

The Department stated that it had developed internal controls that are intended
to prevent, detect, and recover improper payments. The Department stated
that it strives to provide timely and accurate payments to grant recipients and
students while ensuring that the related controls are not too costly or burdensome
to fund recipients. The Department further noted that it also relies on controls
established by fund recipients who make payments on behalf of the Department.

In response to OIG recommendations, the Department stated that it developed
and implemented corrective actions to improve the accuracy and completeness
of its 2016 improper payment estimates. This included the establishment of
a working group with OIG and OMB participation to review changes to the
Department’s alternative improper payment estimation methodology to resolve
identified risks. The Department also convened a senior-level working group to
identify and evaluate estimation methodology options for 2017 that would ensure
IPERA compliance going forward. The Department added that it had revised its
2016 estimation methodology to decrease the volatility of the estimate and to
address the other issues noted by the OIG.

The Department reported that it continues to assess and enhance its controls
over student aid payments. The Department stated that it routinely analyzes
application and payment data and considers other factors, such as program
reviews and audit reports, to inform control enhancements and to devise ways
to further reduce the risk of improper payments. The Department added that it
has implemented an internal control framework intended to prevent or detect
improper payments and has established processes to annually assess the design
and operating effectiveness of these controls. The Department also stated that
when it identifies weaknesses, it identifies root causes and establishes corrective
action plans.

What Needs to Be Done

The Department’s effort to revise its estimation methodology is a good step
forward to better identifying improper payments so that corrective actions can
be developed and tracked. The OIG will continue to review the Department’s
efforts, with a focus on assessing how the new methodology is functioning to
identify potential sources of improper payments. Ultimately, the ability of the
Department to address this management challenge hinges on its ability to identify
root causes, develop corrective actions, and demonstrate that its efforts have
resulted in reductions in improper payments. While the Department correctly
acknowledges that it relies on the internal controls of fund recipients who make
payments on behalf of the Department, it is important that the Department’s
efforts to reduce improper payments includes processes to identify high-risk
recipients and ensure that those recipients have effective systems of internal
control.
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Management Challenge 2:

Information Technology Security
Why This Is a Challenge

The OIG has identified repeated problems in information technology (IT) security
and noted increasing threats and vulnerabilities to Department systems and
data. Department systems contain or protect an enormous amount of sensitive
information such as personal records, financial information, and other personally
identifiable information. Without adequate management, operational, and technical
security controls in place, the Department’s systems and information are vulnerable
to attacks. Unauthorized access could result in losing data confidentiality and
integrity, limiting system availability, and reducing system reliability.

Over the last several years, IT security audits have identified controls that need
improvement to adequately protect the Department’s systems and data.
This included weaknesses in configuration management, identity and access
management, incident response and reporting, risk management, remote access
management, and contingency planning.

Progress in Meeting the Challenge

The Department stated that it has taken a number of steps to strengthen the
cybersecurity posture of the Department’s networks and systems over the past
fiscal year, including the following:

« working to identify and protect high-value information and assets that
resulted in a better understanding of the potential impact from a cyber
incident and helped to ensure that physical and cybersecurity protections
were in place for the Department’s high-value assets,

« strengthening its capability to respond to cybersecurity incidents
and identifying a plan for future action to establish a mature incident
response capability,

« establishing daily integrated Security Operations Center calls to
communicate events or requirements with all necessary stakeholders,

« deploying enhanced capabilities for the detection of cyber vulnerabilities
and protection from cyber threats, and

« strengthening its partnership with the Department of Homeland Security
to accelerate the deployment of continuous diagnostics and mitigation
capabilities.

The Department expected that recent actions would sustain and improve
the advances seen over the past fiscal year. The Department stated that it
had completed a significant step toward improving overall cybersecurity by
requiring all privileged users use hardware-based Personal Identity Verification
cards or alternative forms of strong authentication. The Department added that
other significant activities included leveraging existing capabilities to perform
independent verification and validation of contractor-submitted data, reviewing
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contractual requirements and assessments for contractor abilities to provide
infrastructure services and malware detection, continuing employee awareness
training, and developing IT security staff skills and competencies.

What Needs to Be Done

The Department reported significant progress towards addressing long-standing
IT security weaknesses in the past fiscal year. However, we continue to identify
significant weaknesses in our annual FISMA audits despite the Department’s
reported corrective actions to address our prior recommendations. While we
commend the Department for placing a priority on addressing these weaknesses,
it needs to continue its efforts to develop and implement an effective system of
IT security controls. Our FISMA audits will continue to assess the Department’s
efforts and this will remain a management challenge until our work corroborates
that the Department’s system of controls achieves expected outcomes.

Management Challenge 3:
Oversight and Monitoring

Effective oversight and monitoring of the Department’s programs and operations
are critical to ensure that funds are used for the purposes intended and programs are
achieving goals and objectives. This is a significant responsibility for the Department
given the numbers of different entities and programs requiring monitoring and
oversight, the amount of funding that flows through the Department, and the
impact that ineffective monitoring could have on stakeholders. Two subareas
are included in this management challenge—Student Financial Assistance (SFA)
program participants and grantees.’

Oversight and Monitoring—SFA Program Participants

Why This Is a Challenge

The Department must provide effective oversight and monitoring of participants
in the SFA programs under Title IV of the Higher Education Act of 1965, as
amended, to ensure that the programs are not subject to fraud, waste, and abuse.
The Department’s FY 2017 budget request includes $139.7 billion in new grants,
loans, and work study assistance to help an estimated 12.1 million students and
their families pay for college.

The growth of distance education has added to the complexity of the Department’s
oversight of SFA program participants. The management of distance education
programs presents challenges to the Department and school officials because
little or no in-person interaction between the school officials and the student

' This area includes two changes from our previous Management

Challenges report. In FY 2016, we included Distance Education as a distinct
management challenge; however it is included as an element of Oversight and
Monitoring—SFA Program Participants in this report. We made this change

in response to the Department’s feedback on our prior report. Our FY 2016
report also included Oversight and Monitoring—Contractors as a subpart to
this section. We removed that element because our current body of work does
not support its continued reporting as a challenge to the Department.
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presents difficulties in verifying the student’s identity and academic attendance.
The overall growth and oversight challenges associated with distance learning
increases the risk of school noncompliance with the Federal student aid laws
and regulations and creates new opportunities for fraud, abuse, and waste in
the SFA programs. Our investigative work has identified numerous instances of
fraud involving the exploitation of vulnerabilities in distance education programs
to obtain Federal student aid.

Our audits and inspections, along with work conducted by the Government
Accountability Office, continue to identify weaknesses in Federal Student Aid'’s
(FSA) oversight and monitoring of SFA program participants. Our audits of
individual SFA program participants frequently identified noncompliance and
waste and abuse of SFA program funds.

Progress in Meeting the Challenge

The Department reported that FSA remains committed to use more innovative
and efficient methods to bolster its oversight and compliance efforts. This
included efforts intended to expand the Department’s ability to perform these
activities in a more proactive and preemptive fashion. The Department reported
that it focused on three priority areas in its efforts to improve the oversight and
monitoring of SFA program participants during FY 2016: (1) bolstering capacity
to provide adequate Title IV enforcement; (2) enhancing oversight of contracts,
loan servicing activities, and schools; and (3) expanding Clery Act and borrower
defense work.

As part of this effort, the Department created the Enforcement Office within
FSA to respond more quickly and efficiently to allegations of illegal actions by
higher education institutions. FSA also noted accomplishments in enhancing its
oversight activities made by its multiregional review team, Program Compliance
unit, and Clery team.

With respect to the challenges presented by distance education, the Department
stated that FSA's Program Compliance unit enhanced the Recipient Data Sheet
that is used to determine which students are receiving a portion or all of their
education via distance education. The Department added that in FY 2016,
Program Compliance developed and delivered a training program for program
reviewers on the process to evaluate distance education. The training program
included three components: a lecture on distance education requirements, case
studies, and a question-answer session. In addition, a recommended work tool
was created to assist reviewers in evaluating distance education courses. The
Department believed that enhanced outcomes were evidenced in subsequent
reviews of distance education programs. FSA plans to conduct continuous
training to current and new reviewers to reinforce distance education review
requirements and plans to monitor program reviews for distance education
outcomes. The Program Compliance team also plans to work with other parts of
FSA to offer training to institutions on distance education requirements through
conference sessions, webinars, and other trainings.

What Needs to Be Done

The Department identified several important accomplishments that are intended
to collectively improve its ability to provide effective oversight. We recognize
the progress being made and the need to balance controls with both cost and
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the ability to effectively provide necessary services. However, our audits and
investigations involving SFA programs continue to identify numerous instances
of noncompliance and fraud.

Overall, the Department needs to ensure that the activities of its Program Compliance
office result in effective processes to monitor SFA program participants and reduce
risk. It also should work to ensure that its program review processes are designed
and implemented to effectively verify that high-risk schools meet requirements
for institutional eligibility, financial responsibility, and administrative capability.
The Department further needs to ensure that development and implementation
of its Enforcement Office effectively provides the intended additional protections
to students and taxpayers. Finally, the Department could enhance its oversight of
SFA programs by developing and implementing improved methods to prevent
and detect fraud. This includes methods to limit the effectiveness of organized
activities involving distance fraud rings.

Oversight and Monitoring—Grantees

Why This Is a Challenge

Effective monitoring and oversight are essential for ensuring that grantees meet
grant requirements and achieve program goals and objectives. The Department’s
early learning, elementary, and secondary education programs annually serve
nearly 18,200 public school districts and 50 million students attending more than
98,000 public schools and 32,000 private schools. Key programs administered
by the Department include Title | of the Elementary and Secondary Education
Act, which under the President’s 2017 request would deliver $15.4 billion to help
more than 24 million students in high-poverty schools make progress toward
State academic standards. Another key program is the Individuals with Disabilities
Education Act, Part B Grants to States, which would provide about $11.9 billion to
help States and school districts meet the special educational needs of 6.7 million
students with disabilities.

OIG work has identified a number of weaknesses in grantee oversight and
monitoring. These involve local educational agency (LEA) fiscal control issues,
State educational agency (SEA) control issues, fraud perpetrated by LEA and
charter school officials, and internal control weaknesses in the Department’s
oversight processes.

Progress in Meeting the Challenge

To further improve monitoring and promote effective grant oversight, the
Department has issued guidance to offices that manage formula and discretionary
grant programs, provided training for staff, and engaged in technical assistance
to both staff and external stakeholders to enhance business operations in the
area of grant award monitoring and oversight. In addition, some program offices
have piloted new processes to improve coverage, efficiency, and consistency in
fiscal monitoring across programs.

What Needs to Be Done

The Department’s issuance of new grant management guidance to its program
offices should provide an improved basis for their monitoring activities. However,
the Department still needs to ensure that its program offices are consistently
providing effective risk-based oversight of grant recipients across applicable
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Federal education programs. We acknowledge that the Department has worked
to enhance the knowledge and capabilities of its existing employees. However,
given the Department’s generally limited staffing in relation to the amount of
Federal funding it oversees, it is important for the Department to explore ways
to more effectively leverage the resources of other entities that have roles in
grantee oversight. This could include methods to use the single audit process
and updates to the OMB 2 C.F.R. 200, Subpart F—Compliance Supplement as
ways to improve its monitoring efforts and help mitigate fraud and abuse in its
programs.

Management Challenge 4: Data
Quality and Reporting

Why This Is a Challenge

The Department, its grantees, and its subrecipients must have effective controls
to ensure that reported data are accurate and reliable. The Department uses
data to make certain funding decisions, evaluate program performance, and
support a number of management decisions. Our work has identified a variety of
weaknesses in the quality of reported data and recommended improvements at
the Department, SEA, and LEA level. This included weaknesses in controls over the
accuracy and reliability of program performance and academic assessment data.

Progress in Meeting the Challenge

The Department stated that it continues to work to promote SEA controls over
data, improve its own controls over data submitted by grantees, and ensure the
transparency of data quality. The Department’s efforts to improve the data that
it collects, publishes, and uses to inform grant management are coordinated by
senior officials who are members of the Department’s Data Strategy Team and
the EDFacts Governing Board. The Department also reported that in the past
year it had taken steps to promote grantee awareness of data quality issues and
strengthen its review of grantee data.

The Department further stated that it has multiple initiatives underway to
improve data quality and help strengthen the accuracy and reliability of data
reported by the Department. These included (1) strengthening the procedures
for tracking issues with grantee data, (2) communicating the importance of
grantee internal controls over data quality in monitoring, (3) strengthening the
language in the certifications that grantees sign when submitting data to the
Department, (4) improving the process for following up and resolving questions
about grantee data submitted to EDFacts, and (5) supporting State agencies in
improving their own data quality procedures.

The Department added that it continues to include information about data
limitations when reporting data in the Annual Performance Report and other
publications and was implementing a corrective action plan in response to the
OIG’s recommendation that the Department improve its data quality through
monitoring efforts.
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What Needs to Be Done

The Department continues to complete significant work that is intended to
improve the overall quality of data that it collects and reports. This work should
remain a priority, as data quality contributes to effective program management
and helps ensure the credibility of information published by the Department.
While the Department has made progress in strengthening both grantees’ data
quality processes and its own internal reviews of grantee data, this area is an
ongoing challenge.

Our recent audits have found weaknesses in grantees’ internal controls over the
accuracy and reliability of program performance data and student testing data.
Overall, the Department needs to ensure that is providing effective oversight and
monitoring to grantees regarding their controls over data quality. Of note, the
Department’s efforts to strengthen its procedures for tracking issues with grantee
data could serve as a basis for sharing information across its program offices and
identify entities for enhanced monitoring and support. The Department should
also continue its efforts to provide appropriate technical assistance to grantees as
necessary. Overall, the Department must continue to work to implement effective
controls at all applicable levels to of the data collection and review processes to
ensure that accurate and reliable data are reported.

Management Challenge 5:
Information Technology System

Development and Implementation

Why This Is a Challenge

The President’s budget for FY 2017 stated that ensuring the efficiency, effectiveness,
and security of Federal IT has never been more central to how Americans are
served by their Government. It further notes that the current Administration
has focused on driving efficiencies in the way the government buys, builds, and
delivers IT solutions to provide improved services to citizens. It adds that with the
ongoing evolution of technology, the Federal Government has an unprecedented
opportunity to accelerate the quality and timeliness of services delivered to the
American people.

The Department faces an ongoing challenge of efficiently providing services to
growing numbers of program participants and managing additional administrative
requirements with declining staffing levels. The Department reported that it
has the smallest staff but the third largest discretionary budget among the
15 Cabinet agencies. The Department further reported that from 2005 through
2015, it experienced a 6-percent decrease in full-time equivalent usage. This
makes effective information systems development and implementation and the
greater efficiencies such investments can provide critical to the success of the
Department’s activities and the achievement of its mission.

The Department’s current IT investments include systems that support business
processes such as student application processing and eligibility determination
for Federal student financial assistance; grant and loan award processing;
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procurement and acquisition; and the collection, storage, and reporting on
Title IV aid disbursements and aid recipients. According to data from the Federal
IT Dashboard, the Department’s total IT spending for FY 2015 was $689 million,
with FSA’s IT spending accounting for more than $458 million of the total.

Our recent work has identified weaknesses in the Department’s processes to
oversee and monitor systems development that have negatively impacted
operations and may have resulted in improper payments.

Progress in Meeting the Challenge

The Department reported that it had made progress in the overall program
management and oversight of IT systems. This included developing a Lifecycle
Management Methodology at FSA, conducting Independent Validation and
Verification of a high-risk system, and establishing a formal contract monitoring
plan. The Department stated that it planned to continue its progress within
this area by further educating project owners of lifecycle processes, enhancing
program management oversight capabilities, and providing additional guidance
to new IT system contracts.

In addition, the Department stated that it continues to execute its Federal
Information Technology Acquisition Reform Act (FITARA) implementation plan
and at the time of this report was on track to meet internal Chief Information
Officer and external OMB commitments in the FITARA areas of budget formulation
and planning, acquisition planning, acquisition execution, and organization and
workforce. The Department reported that of the 44 baseline tasks, 33 have been
completed and 11 are in progress and scheduled for completion by December 31,
2016. Finally, the Department stated that its FITARA working group continues to
meet and address challenges that include improving planning and execution
processes.

What Needs to Be Done

The Department needs to continue to monitor contractor performance to ensure
that system deficiencies are corrected and that system performance fully supports
the Department’s financial reporting and operations. The Department further
needs to enhance its management and oversight of system modifications and
enhancements and ensure that appropriate expertise to manage system contracts
is in place. While Lifecycle Management Methodology was established in FSA,
management needs to ensure it is implemented and followed.

Looking forward, the Department also needs to continue implementing the
requirements of the Federal Information Technology Acquisition Reform Act and
the revised OMB Circular A-130, “Managing Information as a Strategic Resource.”



Improper Payments

41 | mproper payments” occur when funds go to the wrong recipient, the right

recipient receives the incorrect amount of funds (including overpayments and
underpayments), documentation is not available to support a payment, or the
recipient uses funds in an improper manner. The Improper Payments Information
Act of 2002, as amended by the Improper Payments Elimination and Recovery Act
of 2010 (IPERA) and the Improper Payments Elimination and Recovery Improvement
Act of 2012 requires agencies to annually report information on improper payments
to the President and Congress, focusing on risk assessments, statistical estimates
of improper payments, and corrective actions.

Although not all improper payments are fraud and not all improper payments
represent a loss to the Government, all improper payments degrade the integrity

of Government programs and compromise citizens’ trust in Government. Under the
direction of the Office of Management and Budget (OMB), agencies have identified
the programs that are susceptible to significant improper payments and measured, or
have put into place plans to measure, the estimated amount of improper payments.

The U.S. Department of Education (Department) performed a risk assessment for all
Federal Student Aid (FSA)-managed programs during fiscal year (FY) 2014 and 2015
and determined that the Federal Pell Grant (Pell) and William D. Ford Direct Loan
(Direct Loan) programs were susceptible to risk of significant improper payments.
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During FY 2013 and FY 2014, the Department performed risk assessments of
contract payments, administrative payments, and all non-FSA grant programs
and determined that these payments and programs were not susceptible to
significant improper payments.

The Department, as well as other agencies, must be able to ensure that the
billions of dollars entrusted to it are reaching the intended recipients. Overall, the
Department remains challenged to intensify its efforts to successfully estimate,
prevent, and identify improper payments.

Our work in this area has identified concerns with the accuracy, completeness,
and reliability of the Department’s improper payment estimates and estimation
methodologies for the Pell and Direct Loan programs as part of its compliance
with IPERA. Our audit work also identified concerns with the Department’s ability
to effectively address root causes of improper payments and assess progress over
time because of the estimation methodology it uses. We have recommended
potential enhancements to the Department’s compliance with OMB guidance
and alerted the Department to serious fraud vulnerability in distance education
programs. Additionally, our audit and investigative work identified improper
payments in the Student Financial Assistance (SFA) programs and by State
educational agencies (SEAs) and local educational agencies (LEAs).

Background

IPERA and OMB guidance require Federal agencies to implement plans to reduce
improper payments. It further requires the Department to annually report on its
progress in reducing improper payments and the Office of Inspector General (OIG)
to review the Department’s report and offer recommendations for improvement.

The Department’s FY 2015 Agency Financial Report stated that the Department’s
FY 2015 gross outlays totaled about $303 billion, consisting of appropriated
budgetary resources of $103.8 billion and nonbudgetary credit program funding
of $199.5 billion. The Department further stated that internal controls designed
to prevent, detect, and collect improper payments are an essential part of its
internal control framework. The Department added that key controls related to
improper payments include preaward risk assessments, use of independent data
sources (such as Internal Revenue Service data retrieval) to ensure accurate award
amounts, automated system controls to detect and prevent payment errors, and
award and payment monitoring.

As of September 2016, OMB had designated 16 Federal programs as “high-error,”
including the Department’s Pell and Direct Loan programs. The “high-error”
programs are those that reported roughly $750 million or more in improper
payments in a given year, did not report an error amount in the current reporting
year but previously reported an error amount over the threshold, or have not
yet established a program error rate and have measured components that were
above the threshold. The Department’s FY 2015 Agency Financial Report stated
that OMB designated Pell a high-priority program because estimated FY 2010 Pell
improper payments of $1.0 billion exceeded the high-priority program threshold of
$750 million. The Department also reported that OMB designated the Direct Loan
program as a high-priority program during February 2015 as estimated improper
payments of $1.53 billion in FY 2014 exceeded the $750 million threshold. The
Department also conducts an assessment of the risk of improper payments in
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each program at least once every 3 years and under this process identified the
Pell and Direct Loan programs as susceptible to significant improper payments.
Significant improper payments are defined as those in any particular program
that exceed both 1.5 percent of program payments and $10 million annually or
that exceed $100 million. OMB guidance requires agencies to report the annual
amount of estimated improper payments and corrective actions taken or planned
for all programs identified as susceptible to significant improper payments.

The Department obtained approval from OMB in September 2014 to use an
alternative methodology for estimating improper payments for the Pell and Direct
Loan programs. The alternative methodology was intended to leverage data
collected through FSA Program Reviews, which assess a variety of compliance
requirements. The Department believed that the alternative methodology,
although it does not use statistical sampling techniques, provided for a more
efficient allocation of resources by integrating the estimation methodology into
core FSA monitoring functions.

In June 2015, the Department submitted updates to the alternative estimation
methodology and sampling plan to OMB for approval in response to findings
from the OIG's FY 2014 IPERA compliance audit report. Revisions included
clarification of sample sizes; updates to formulas, citations, and references; and
inclusion of justification for use of the alternative methodology. OMB approved
the Department’s updates to the alternative estimation methodology and
sampling plan in October 2015.

In June 2016, the Department submitted additional updates to the alternative
estimation methodology and sampling plan to OMB for approval in response
to findings from the OIG’s FY 2014 and FY 2015 IPERA compliance audit reports.
Revisions included adding a second year of program review reports, including
location and program level improper payments, and including results of the Free
Application for Federal Student Aid/Internal Revenue Service Data Statistical Study
in its calculations. The Department conducted discussions with OMB regarding
edits to the revised estimation methodology in August 2016; however, OMB had
not provided its approval as of September 2016.

The Pell program provides need-based grants to low-income undergraduate
and certain postbaccalaureate students to promote access to postsecondary
education. In its FY 2015 Agency Financial Report, the Department reported a
FY 2015 improper payment rate estimate for the Pell program of 1.88 percent
with an estimated improper payment value of $562 million.

Under the Direct Loan program, the Department provides low-interest loans for
students and parents to help pay for the cost of a student’s education after high
school. The Direct Loan program includes Direct Subsidized and Unsubsidized
Loans for students, PLUS Loans for parents and graduate or professional students,
and Direct Consolidation Loans for both students and parents. The Department’s
payment rate calculation estimated an overall Direct Loan improper payment
rate of 1.30 percent, or $1.28 billion for FY 2015.2

2In FY 2015, Federal agencies reported a Government-wide improper payment
rate of 4.39 percent, a decrease from the high-water mark of 5.42 percent
reported in FY 2009. Improper payments totaled about $137 billion in

FY 2015.
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The Department also identified more than $34 million in improper payments
in its quarterly high-dollar overpayment reports from June 30, 2011, through
June 30, 2016. However, only about $568,000 of these overpayments were from
the Department’s most recent 2 years of reporting, and seven of its last eight
quarterly reports identified no high dollar overpayments.

Results of Work Performed

OIG work related to improper payments has evolved and increased over the
years to include (1) conducting reviews required under statute and guidance and
(2) reviewing, auditing, and investigating major recipients of Federal funds. The
results of this work are presented in the corresponding sections below.

Required Reviews Found Issues With the Completeness,
Accuracy, and Reliability of Improper Payment Estimates
and Methodologies

In May 2016, we issued an audit report on the Department’s compliance with
improper payment requirements for FY 2015. We found that the Department’s
reported improper payment estimates for both the Pell and Direct Loan programs
were inaccurate and unreliable because it used incorrect formulas in performing
calculations and deviated from OMB-approved methodologies. We concluded that
the Department did not comply with IPERA because it did not meet the annual
reduction target for the Direct Loan program. The Department’s recalculated
FY 2015 improper payment rate of 2.63 percent for the Direct Loan program to
correct for formula execution errors we identified was higher than the originally
reported rate of 1.30 percent and did not meet its reduction target of 1.49 percent.

We also reported that the Department’s improper payment methodologies for the
Pell and Direct Loan programs were flawed because the estimation methodologies
(1) did not include all program reviews that could identify improper payments,
(2) resulted in volatile improper payment estimates that could be significantly
influenced by a single program review, and (3) did not include all improper
payments from ineligible programs or locations identified in program reviews.
As a result, we could not conclude whether the Department actually met its
reduction target for the Pell program or whether the Department reduced or
increased improper payments.

Finally, we reported that the Department’s ability to address the root causes of
improper payments is limited because it relies on program reviews. These reviews
lead to root causes that vary from year to year and as a result, the Department
is limited in its ability to assess progress over time.

In May 2015, we reported that the Department did not comply with IPERA because
it did not meet the annual reduction target for the Direct Loan program. The
Department reported a FY 2014 improper payment rate for the Direct Loan
program (1.50 percent) that did not meet its reduction target (1.03 percent). The
Department met the FY 2014 reduction targets for the Pell and Federal Family
Education Loan (FFEL) programs. We also found that the improper payment
methodologies and estimates in the Department’s FY 2014 Agency Financial
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Report for both the Pell and Direct Loan programs were inaccurate, incomplete,
and unreliable.

Our September 2014 audit report on the Department’s compliance with Executive
Order 13520, “Reducing Improper Payments,” for FYs 2012 and 2013 found that
the Department complied with Executive Order 13520, adequately addressed
improper payment risks, and described an adequate level of oversight to reduce
and recapture improper payments. However, we noted that the Department
had not addressed monitoring and oversight of the most significant root cause
of potential improper payments for Pell program applicants who (1) do not use
the Internal Revenue Service Data Retrieval Tool when completing their Free
Application for Federal Student Aid (FAFSA) and (2) are not selected for verification
of self-reported income.

In April 2014, we issued an audit report on the Department’s compliance with
IPERA for FY 2013. We found that the Department complied with IPERA for FY 2013,
but improvements were needed regarding improper payment rate estimation
methodologies for Pell and Direct Loan programs. We noted the Department’s
(1) Pell program estimation methodology did not consider all potential sources
of improper payments; (2) Agency Financial Report did not report a summary
of its progress in completing the IPERA reporting requirements, as required by
OMB; and (3) Agency Financial Report reported reduction targets for each of its
programs that were equal to the improper payment rate estimate reported in
the current year. Therefore, meeting these targets would not actually resultin a
reduction in improper payments.

Audits and Investigations of Recipients of Federal Funds

|dentified Improper Payments

OIG audit and investigative work continues to identify various improper payments
in the SFA programs and by SEAs and LEAs. Overall, our semiannual reports
to Congress from April 1, 2013, through March 31, 2016, included more than
$2.3 million in questioned or unsupported costs from audit reports and more
than $59 million in restitution payments from our investigative activity.

Several of our reviews of FSA programs have disclosed improper payments.
Our audits and investigations of postsecondary institutions routinely disclose
improper payments resulting from ineligible students, ineligible programs, or
other noncompliance.

Our September 2015 audit of SOLEX College’s administration of selected aspects
of the Title IV programs found that SOLEX College’s two English as a second
language programs were not Title IV-eligible. This was because SOLEX College
did not limit enrollment in these programs to students who needed English as a
second language instruction to use their already existing knowledge, training, or
skills for gainful employment and did not document its determinations that the
students needed the English as a second language instruction for such purposes.
We found that SOLEX College disbursed $1,795,500 in Pell funds to 413 students
who were enrolled in one or both of the ineligible English as a second language
programs during award years 2012-2013 and 2013-2014.

In February 2014, we completed an audit to determine whether the Department
adapted requirements and guidance for Title IV programs to mitigate risks inherent
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in the distance education environment. Overall, we found that the Department
has not been collecting data and other information that could help it identify
additional risks unique to distance education. We determined that the 8 schools
that participated in our audit disbursed nearly $222 million in Title IV funds to more
than 42,000 distance education students who did not earn any credits during a
payment period. Students who do not earn any credits during a payment period
are at a higher risk for improper disbursements because they might not have
attended school, and the school should have returned all Title IV funds to the
Department. In addition, students who do not earn any credits might not have
attended all the courses for which they registered during the payment period
or stopped attending school during the payment period, which could affect the
amount of Title IV funds for which they are eligible.

In addition to work in the SFA programs, we have performed work identifying fiscal
issues at SEAs and LEAs. In March 2016, we completed an audit of the Tennessee
Department of Education’s administration of a Race to the Top grant. We found
that the Tennessee Department of Education did not ensure that the Achievement
School District developed and implemented adequate internal control activities
over retaining documentation, contracting, approving purchases, using credit
cards, recording adjusting journal entries, and classifying expenditures. In addition,
we found that the Tennessee Department of Education and the Achievement
School District did not spend Race to the Top funds only on allowable items and
activities and in accordance with program requirements and the approved grant
application. Our review identified more than $100,000 in Race to the Top funds
that were spent on unallowable items and activities.

Our March 2016 audit report on State and district monitoring of School Improvement
Grants contractors in California found that the California Department of Education
did not adequately monitor the LEAs in our review to ensure that the LEAs
had sufficient fiscal controls for obligating and paying Federal funds to School
Improvement Grants contractors. Our review further identified more than $121,000
in unsupported costs and more than $142,000 paid for services provided before
contracts or purchase orders were approved.

Our July 2015 audit report on the North Carolina Department of Public Instruction’s
Administration of its Race to the Top Grant determined that North Carolina
generally spent Race to the Top funds on allowable activities and in accordance
with program requirements and its approved grant application. However, we
identified more than $47,000 in expenses that were not adequately documented
or used for unallowable activities.

OIG work continues in this area as we will perform our annual review of the
Department’s compliance with the improper payment reporting requirements
and its performance in reducing and recapturing improper payments. We will
also complete a required risk assessment of the Department’s purchase card
program and, if deemed necessary, conduct an audit of Department purchase
card transactions.

Department Actions and Plans

The Department stated that it has developed internal controls that are intended
to prevent, detect, and recover improper payments. The Department stated that it
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strives to provide timely and accurate payments to grant recipients and students
while ensuring that the related controls are not too costly or burdensome to fund
recipients. The Department further noted that it relies on controls established
by fund recipients who make payments on behalf of the Department.

The Department stated that it was not compliant with IPERA because the
estimated improper payment rates for Direct Loan program in 2014 and 2015
exceeded the reduction targets published in the prior year Agency Financial
Reports. The Department stated that the alternative estimation methodology
approach that was used leveraged the investment in and available data from
FSA’s existing internal control framework, specifically program reviews. The
Department stated that this allowed for the calculation of estimates at a much
lower cost and without additional burden on schools and students than if these
were developed under a separate effort. However, the Department believed that
the alternative methodology did not provide the precision level that could be
achieved using a statistical sampling methodology, increasing the risk that FSA
may fail to achieve its annual reduction targets.

The Department reported that it convened two working groups to address the
issue of IPERA noncompliance resulting from a failure to achieve targets. The first
working group included OIG and OMB (both acting in an advisory capacity) to
address the challenges noted regarding the 2016 estimation methodology. This
group reviewed and incorporated a number of changes to the 2016 estimation
methodology to improve the accuracy and completeness of the estimates. The
second working group was formed to evaluate various estimation alternatives
for 2017 and beyond. The Department stated that, based on a cost estimate
analysis, it decided that it was more cost effective to continue using the alternative
estimation methodology while working on ways to improve its precision interval.

The Department noted that it had implemented an internal control framework
that included 328 controls to prevent or detect improper payments and had
established processes to annually assess the design and operating effectiveness
of these controls. The Department’s reported that its improper payment related
controls include the following:

« computer matches against 15-20 external sources performed in FSA
systems during the aid delivery process, such as the death file match
preaward, Social Security number validation, and use of excluded parties
list database;

- promotion of the Internal Revenue Service Data Retrieval Tool, which
encourages about half of applicants to use Internal Revenue Service
income data when completing the FAFSA;

« requirements for school verification of student FAFSA data assessed
annually;

« unusual enrollment history flags on the Institutional Student Information
Record;

« annual program risk assessments and reviews of program participants:.
including schools, lenders, guaranty agencies, and contractors; and

« establishment of a Fraud Group to intake and analyze instances of
potential fraud.
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The Department stated that root causes are identified for any deficiencies and
corrective action plans established.

Finally, the Department reported that it was committed to leveraging the audit
follow-up process to help identify and recover improper payments made by
non-Federal organizations and to assist them in strengthening their internal
controls to minimize future improper payments.

Further Actions Needed to
Address the Challenge

The Department needs to continue to explore additional opportunities for
preventing improper payments. This includes effectively addressing root
causes of improper payments that span multiple years of improper payment
reporting. As noted earlier, our audit reports continue to identify weaknesses
in the Department’s estimation methodologies for its programs designated as
susceptible to significant improper payments. Overall, the Department needs
to develop estimation methodologies that are accurate, complete, and reliable
and adequately address recommendations made in our audit work.

The Department needs to effectively monitor SFA program recipients, SEAs, and
LEAs to ensure they properly spend and account for Federal education funds.
The Department further needs to effectively resolve our audits of its program
fund recipients to recapture identified improper payments. The OIG issued five
audits that identified questioned or unsupported costs between April 1, 2013,
and March 31, 2016. As of September 30, 2016, two of the five audits (40 percent)
were reported as unresolved within the Department’s audit tracking system.
As noted below, each of these audits was overdue for resolution with respect
to the OMB A-50 requirement that audits are resolved within 6 months of final
report issuance.

Resolution D .
esolution Due Questioned

Costs

Audit Report Issue Date Date (Per OMB A-50
Requirements)

State and District Monitoring of School

Improvement Grant Contractors in California MBI 17523006 | BRSO e, AU ST

The Tennessee Department of Education’s

Administration of a Race to the Top Grant SEFED L AUIE | SIS OErE, (e 2

During FY 2016, the Department made progress in completing the resolution
process for several older audits with complex subject matter. This included
“Follow up Audit of Saint Louis University’s Use of Professional Judgment,” issued
February 2005, and “Saint Mary-of-the-Woods College’s Administration of the
Title IV Programs,” issued March 2012. Those audits identified more than $43
million in recommended recoveries and questioned costs. However, some other
older audits remain unresolved. These include “Capella University’s Compliance
with Selected Provisions of the Higher Education Act of 1965 and Corresponding
Regulations,” issued March 2008, and “Metropolitan Community College’s
Administration of the Title IV Programs,” issued May 2012. Those audits included
more than $821,000 in recommended recoveries.



Information Technology Security

he Department’s systems contain and protect an enormous amount of sensitive

information such as personal records, financial information, and other personally
identifiable information. Without adequate management, operational, and technical
security controls in place, the Department’s systems and information are vulnerable
to attacks. Unauthorized access could result in losing data confidentiality and
integrity, limiting system availability, and reducing system reliability.

The OIG has identified repeated problems in information technology (IT) security
and noted increasing threats and vulnerabilities to the Department’s systems
and data. For the last several years, IT security audits performed by the OIG with
contractor assistance and financial statement audits performed by an independent
public accountant with OIG oversight have identified security controls that need
improvement to adequately protect the Department’s systems and data. The
Department provided corrective action plans and completed actions in response
to OIG audit recommendations. However, the Department needs to effectively
address all IT security deficiencies, provide mitigating controls for vulnerabilities,
and implement planned actions to correct system weaknesses.

In light of high-profile data breaches at other Federal agencies, the importance
of safeguarding the Department’s information and information systems cannot
be understated. The Department’s systems house millions of sensitive records on
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students, their parents, and others, and facilitate the processing of billions of
dollars in education funding. These systems are primarily operated and maintained
by contractors and are accessed by thousands of authorized people (including
Department employees, contractor employees, and other third parties such as
school financial aid administrators). Protecting this complex IT infrastructure from
constantly changing cyber threats is an enormous responsibility and challenge.
While the Department and FSA have both made progress and taken steps to
address past problems that we have identified, our work demonstrates that
they remain vulnerable to attacks and that there are key areas where immediate
action and attention are needed.

Background

The IT infrastructure for the Department is provided through the Education
Department Utility for Communications, Applications, and Technology Environment
contract. Services such as email, network infrastructure, desktop support, security,
and printers are provided under this contract. Additionally, the Department
has a large Virtual Data Center contract that provides IT support for FSA data
processing. Specifically, the Virtual Data Center serves as the host facility for FSA
business systems that process student financial aid applications (grants, loans,
and work-study), provides schools with eligibility determinations, and supports
payments to and from lenders.

Most of FSA’s major business applications are located at the Virtual Data Center,
except for the Common Origination Database. The production support and
processing for this application is located at another Department contractor
facility. The Common Origination Database application and database initiates
and tracks disbursements to eligible students and schools for SFA programs.

The Department has experienced sophisticated attacks to its IT systems, including
browser hijacking and phishing campaigns resulting in malware infections, as well
as unauthorized accesses accomplished by stealing credentials from employees
or external business partners. Many of the computers that are compromised
are not Department systems but the home or work computers of its students,
contractors, and program participants such as schools, lenders, guaranty agencies,
and servicers. Although the Department can specify security controls for its
contractors, it has little authority in the malware detection practices of these
other parties.

Results of Work Performed

Projects relating to this area include IT security audits performed by the OIG
with contractor assistance, OIG investigative work, and audits performed by the
Department’s independent public accountant for its financial statement audits.
Overall, this work has continued to identify control weaknesses, many of them
repeat findings, within IT security and systems that need to be addressed. The
results of this work are presented in the corresponding sections below.
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OIG IT Security Related Audit Work Found Recurring IT

Control Weaknesses

In November 2015, the OIG issued an audit report on the Department’s compliance
with the Federal Information Security Modernization Act of 2014 (FISMA) for
FY 2015. The FISMA revisions required the OlGs to evaluate the effectiveness
of their agency’s security program and practices for the first time. As set forth
in National Institute of Standards and Technology guidance, “effectiveness”
addresses the extent to which security controls are implemented correctly,
operate as intended, and produce the desired outcome. We found that while the
Department and FSA made progress in strengthening its information security
programs, weaknesses remained and the Department-wide information systems
continued to be vulnerable to security threats. Specifically, we found the following.

«  The Department was not generally effective in four of the reporting metrics
that we reviewed—continuous monitoring, configuration management,
incident response and reporting, and remote access management.

«  The Department’s and FSA's information technology security programs
were generally effective in key aspects of three other metric areas (risk
management, security training, and contingency planning); however,
improvements were still needed in these areas.

«  The Department and FSA's plan of action and milestones process should
be effective if implemented as intended.

« The Department’s identity and access management programs and
practices would be generally effective if implemented properly, but
the Department'’s controls over access to FSA's mainframe environment
need improvement. For example, our vulnerability and penetration
testing revealed a key weakness in the Department’s ability to detect
unauthorized activity inside its computer network. We also noted a
significant issue related to third-party access to a contractor-operated
critical business system, specifically the Department’s and FSA's ability
to adequately oversee its contractors and ensure that only people with
appropriate permission have access to the Department’s data.

The eight metric areas in which we had findings contained repeat findings from
the following OIG reports issued from FYs 2011 through 2014.

In the FY 2014 FISMA report, we identified findings in 6 of the 11 reporting
metrics or control areas, including configuration management, identity and access
management, incident response and reporting, risk management, remote access
management, and contingency planning. Findings in five of the six reporting
metrics contained repeat or modified repeat findings from OIG reports issued
within the prior 3 years.

Our management information report issued in September 2014 found that FSA
was not effectively overseeing and monitoring private collection agency and
guaranty agency security controls. We specifically noted that FSA did not process
private collection agency system reauthorizations before their 3-year expiration,
resolve findings of security control deficiencies timely, or collect and validate
private collection agency training certificates. We further found that FSA has
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inadequate assurance that guaranty agency information system security complies
with FISMA requirements. The issues noted could result in increased vulnerability
of the private collection agencies’ and Department’s systems to attack and limit
the assurance of guaranty agency’s information security and data integrity.

In November 2013, the OlG issued an audit report on the Department’s compliance
with FISMA for FY 2013. The audit report identified findings in 7 of the 11 reporting
metrics or control areas, including configuration management, identity and
access management, incident response and reporting, risk management, security
training, remote access management, and contingency planning. Findings in the
seven reporting metrics contained repeat or modified repeat findings from OIG
reports issued during the prior 3 years.

OIG IT Security Related Investigative Work Identified

Weaknesses

In September 2016, we issued a management information report that informed
the Department of our concerns regarding how the FSA ID and the Personal
Authentication Service were being misused by commercial third parties to take
over borrower accounts. Our report noted recurring issues with PIN security
vulnerabilities that included (1) loan consolidation companies gaining access
to PIN accounts to consolidate loans or enroll borrowers in debt forgiveness or
reduction programs, (2) students sharing their PINs with a company providing
loan-related services so that the company could log in and obtain information on
the students’ behalf, and (3) a defunct loan consolidation company controlling
over 800 PIN user accounts.

We further reported that FSA could improve proactive monitoring of the Personal
Authentication Service audit logs to identify suspicious activities and report those
activities to the Department’s Computer Incident Response Capability and the OIG.

Financial Statement Audits Performed by an Independent
Public Accountant with OIG Oversight Continue to
Highlight the Need to Improve Information System

Controls

The audit of the Department’s FY 2015 financial statements identified the need
to mitigate persistent IT control deficiencies as a significant deficiency. The
independent public accountant identified weaknesses in areas that included
security management, personnel security, access controls, and configuration
management. The independent public accountant further reported that these
deficiencies can increase the risk of unauthorized access to the Department
and FSA's system used to capture, process, and report financial transactions
and balances, affecting the reliability and security of the data and information.

OIG work continues in this area and our primary area of focus is completing work
to assess the Department’s compliance with FISMA.
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Department Actions and Plans

In its response to our draft FY 2017 Management Challenges report, the Department
identified numerous completed actions within this area, including the following.

«  The Department stated that its FY 2016 efforts included addressing
the recommendations and actions highlighted in OMB’s “Federal
Government’s Cybersecurity Strategy and Implementation Plan (CSIP)
for the Federal Civilian Government.”* This included work to identify
and protect high-value information and assets that resulted in a better
understanding of the potential impact from a cyber incident and helped
to ensure that physical and cybersecurity protections were in place for
the Department’s high-value assets.

« The Department reported that it had made significant improvement
in the deployment of two-factor authentication, requiring Personal
Identity Verification cards or alternative forms of strong authentication
for all of its of privileged users. The Department also noted that it had
implemented two-factor authentication for more than 40,000 users of
its grants management system.

« The Department stated that it hired a new Chief Information Security
Officer with an extensive cybersecurity and incident response background.
The new Chief Information Security Officer was tasked with providing
a strategic vision for the Department’s information security program.

« The Department stated that it had made a concentrated effort to
strengthen its capability to respond to cybersecurity incidents and has
identified a plan for future action to establish a mature incident response
capability. This included a series of incident response exercises, evaluation
of vendor contracts to identify necessary amendments to the security
clauses, and development of technical and procedural protocols to guide
decision-making in the event of a breach.

«  The Department reported that it had established daily integrated Security
Operations Center calls to communicate events or requirements with
all necessary stakeholders, including FSA. The Department’s Security
Operations Center works closely with the US CERT to address any issues
or indicators identified by the Department of Homeland Security.

«  The Department stated that it has fully deployed the Einstein capabilities
to enhance its capabilities in the detection of cyber vulnerabilities and
protection from cyber threats.

«  The Department noted that it continued to strengthen its partnership
with the Department of Homeland Security to accelerate the deployment
of continuous diagnostics and mitigation capabilities.

The Department added that other significant activities included leveraging
existing capabilities to perform independent verification and validation of
contractor submitted data, reviewing contractual requirements and assessments

30MB M-16-04, issued October 30, 2015.
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for contractor abilities to provide infrastructure services and malware detection,
continuing employee awareness training, and developing IT security staff
skills and competencies. The Department also identified numerous planned
activities that are intended to strengthen its overall IT security. These included
the following items.

« The Department stated that it plans to consolidate and update its
cybersecurity program enhancement efforts by producing a Department
of Education Cybersecurity Strategy and Implementation Plan. The
plan will emphasize the need for an approach that relies on layering
people, processes, technologies, and operations to achieve more secure
Department information systems.

- The Department stated that it efforts to enhance authentication will
continue. This included plans to (1) provide requirements for monitoring
privileged users in updated guidance; (2) develop and implement an
integrated continuous monitoring solution to provide Department-
wide visibility of authentication solutions and two-factor authentication
enforcement; (3) acquire contractor support for Identity, Credential, and
Access Management sub